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NEW QUESTION: 1
A user has created a mobile application which makes calls to DynamoDB to fetch certain data.
The application is using the DynamoDB SDK and root account access/secret access key to
connect to DynamoDB from mobile. Which of the below mentioned statements is true with
respect to the best practice for security in this scenario?
A. The user should create a separate IAM user for each mobile application and provide
DynamoDB access with it
B. The user should create an IAM role with DynamoDB and EC2 access. Attach the role with EC2
and route all calls from the mobile through EC2
C. The application should use an IAM role with web identity federation which validates calls to
DynamoDB with identity providers, such as Google, Amazon, and Facebook
D. Create an IAM Role with DynamoDB access and attach it with the mobile application
Answer: C
Explanation:
Explanation
With AWS IAM a user is creating an application which runs on an EC2 instance and makes
requests to AWS, such as DynamoDB or S3 calls. Here it is recommended that the user should
not create an IAM user and pass the user's credentials to the application or embed those
credentials inside the application. If the user is creating an app that runs on a mobile phone
and makes requests to AWS, the user should not create an IAMuser and distribute the user's
access key with the app. Instead, he should use an identity provider, such as Login with
Amazon, Facebook, or Google to authenticate the users, and then use that identity to get
temporary security credentials.

NEW QUESTION: 2
You have the Azure management groups shown in the following table.

You add Azure subscriptions to the management groups as shown in the following table.
You create the Azure policies shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer:
Explanation:
Explanation
Box 1: No
Virtual networks are not allowed at the root and is inherited. Deny overrides allowed.
Box 2: Yes
Virtual Machines can be created on a Management Group provided the user has the required
RBAC permissions.
Box 3: Yes
Subscriptions can be moved between Management Groups provided the user has the required
RBAC permissions.
Reference:
https://docs.microsoft.com/en-us/azure/governance/management-groups/overview
https://docs.microsoft.com/en-us/azure/governance/management-groups/manage#moving-m
anagement-groups-a

NEW QUESTION: 3
A. Option C
B. Option A
C. Option D
D. Option B
Answer: A
Explanation:
Explanation
Use Cloudf rant distribution for distributing the heavy reads for your application. You can
create a zone apex record to point to the Cloudfront distribution.
You can control how long your objects stay in a CloudFront cache before CloudFront forwards
another request to your origin. Reducing the duration allows you to serve dynamic content.
Increasing the duration means your users get better performance because your objects are
more likely to be served directly from the edge cache. A longer duration also reduces the load
on your origin.
For more information on Cloudfront object expiration, please visit the below URL:
* http://docs.aws.amazon.com/AmazonCloudFrant/latest/DeveloperGuide/Cxpiration.html
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